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“Be Careful.” All you can say is “Be Careful™?







I A

LET'S 60 AROUND THE

MY PROTECT 15 A IT'S MORE OR LESS
TABLE AND GIVE AN ;
E
i

PATRETIC SERIES OF CUSTOMARY TO SAY
POORLY PLANNED, THINGS ARE GOING
NEAR-RANDOM ACTS. FINE

MY LIFE IS A TRAGEDY

OF EMOTIONAL
DESPERATTION .

UPDATE ON EACH OF
OUR PROJECTS.

\ ITHINK 1
NEED A KHUG.

1© 1994 Unned Feahrre Syndcate, inc
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IT Risk Management
Responsibility

Individual Risk
Management
Responsibility
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VOLUNTARY BOUNDARY boundary selected by management including public commitments,

organizational values, contractual obligations, and other voluntary policies

BUSINESS MODEL OBJECTIVES

strategic, operational
strategy customer, compliance and
people, process, t:chnology reporting objectives ¢
infrastructure

throughout the o

obstacles
impede progress
toward achieving
objectives

]

MANDATED BOUNDARY benda established by external forces including laws, government

regulation, and other mandates.
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DRIVING PRINCIPLED PERFORMANCE ®

GRC Capability Model
“Red Book’” 2.0
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Microsoft

Deloitte Ell ERNST & YOUNG

Quality In Everything We Do
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Compliance.

oracLe  Grant Thornton &

A passion for the business of accounting’

PRCEVWATRHOUSE(COPERS

April, 2009
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industry or geography

specific domains

common compliance risk area

domains

A

(apply to most organizations)
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8 INTEGRATED COMPONENTS

ORGANIZE &
OVERSEE

INFORM &
INTEGRATE

DETECT &
DISCERN

™

ASSESS &
ALIGN
PREVENT &
PROMOTE

MONITOR &
MEASURE

”

< &ll m 1 7

MONITOR & MEASURE

M1 — Context Monitoring

M2 = Performance Monitoring &
Evaluation

M3 — Systemic Improvement

M4 — Assurance

RESPOND & RESOLVE

R1—Internal Review & Investization

R2 —Third-Party Inquiries &
Investigations

R3—Corrective Controls

Rd—Crisis Response & Recovery

R5—Remediation & Discipline

3 Culture
I
[ &

e

T
INFORM & INTEGRATE
11— Information Mgt & Documentation

12— Int.& Ext. Communication
13—Technology & Infrastructure

CONTEXT & CULTURE

(1~ External Business Context
€2 - Internal Business Context

R E=

DETECT & DISCERN
D1 -Hotline & Notification
D2 = Inquiry & Survey

D3 - Detective Controls

8 UNIVERSAL OUTCOMES

el Achieve Business Objectives

@ Enhance Organizational Culture

@ Increase Stakeholder Confidence
@ Prepare & Protect the Organization
@ Prevent, Detect & Reduce Adversity
@ Motivate & Inspire Desired Conduct
% Improve Responsiveness & Efficiency

Q Optimize Economic & Social Value

ORGANIZE & OVERSEE
01 -0utcomes & Commitment
02— Roles & Responsibilities

03— Approach & Accountability

(4—Values & Objectives

ASSESS & ALIGN

A1 —Risk Identification

£2 — Risk Analysis

A3~ Risk Optimization
_—

n PREVENT & PROMOTE

P1-Codes of Conduct

P2 —Policies

P3—Preventive Controls

P4—Avsareness & Education

P5 —Human Capital Incentives

PG —Stakeholder Relations & Requirements

P7 —Risk Financing / Insurance
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Compaonent Description

CULTURE & CONTEXT C

Underscand the current culture and the Internal snd sxrernal business
‘comext In wWhich the arganizatian operates. 3o thar the GRE system can
addrass eurrant res lidas — and ldeneiy apparesnites es sffect the saneaxe
1o be mare congruent wich desired argankzational autcomes.

e = Values & Oojetass

35 Anayas Mgt Syt PPractice within the Element

SRE Anagas Wererew g et

Hement within the Cemponent

22



& , |

Elemant description

EXTERNAL BUSINESS CONTEXT ‘ 1

erszand and, when necessary, influence the exte rnal business conzesxt in

ch the organization operates.

<

Principles Principles

Eeliefs that underiie the Hement and
reprasent at a high leve what its
PR SRR PR RN Fractices should accomplish

5 Cartie sk o e e e i, A ek b Sl i e ca e PR

U i Sl e S e e o5 e T e e S g g Slan e
i e i R &

G4 Thacmarmacs shouk reegeine S are a @ eeeeal e e, Jch @ e meCEes Com Lty G Wee
e S S i &

Common Sources Of Fail

Common Sources of Failure
The most common oversights or
actions that pose sigrificant obstacles
Practices to achieving the desired outcomes of
the Blement,

D e L T ET ey R ———

S Med e tlieg T s o 0 R ] e e

Practices
Bundies of activity that together
address the Principles described in

Enabling Technology Components

Bu siness A pplications T afaboration Snowiedg Management . €
Dragagaman: Y the Elerment
GACC ors A pplcations Coraiats Sooal AesconSEty K57, N

Enabling Technology Components
Technology Applications or Infrastructure, applications and information
Infrastructure services that an organization could use to
Alogical grouping of technology enable the Practices and Sub-practices within
types bya general description each Elemant,

1 EXTERNAL B T Practice Description
C1.1 DEFINETHE EXTERNAL BUSINESSCONTEXT

Identify the relevant external business context factors.

- @ b -Practices

01 Identify factors in the external business context that can affect the organizatmability tomest its objectives . including:
=industry forces {compet itors, supply chain, labor markets, etc)
= market foroes (custamer demographics. ecenomic conditions etc);
= technology forces (technological shifts and breakthroughs. etc.);
= societ al forces (community needs. media trends. ete.):
= regulatory environment: and
= gecpolitical forces (current enforcement posture. etc).

02  Identify reasons and opportunities to influence the external context

Sub-practice
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CONTEXT & CULTURE

1 —External Business Context

MONITOR & MEASURE

M1L—{
M2 - €2 —Internal Business Context
Eval C3 Culture |~ C3—Culture
M3— C4—Values & Objectives
M4 —Assurance
A1 Risk
RESPOND & RESOLVE

Identification

R1 - Internal Review & Investigation

R2 = Third-Party Inquiries &
Investizations

R3 = Corrective Cantrols

R4 — Crisis Response & Recovery

RS — Remediation & Discipline

INFORM & INTEGRATE DETECT & DISCERN

ORGANIZE & OVERSEE
01 -0utcomes & Commitment
02— Roles & Respansibilities

03 — Approach & Accountability

ASSESS & ALIGN
41— Risk Identification

A2 —Risk Analysis

A3 —Risk Optimization

PREVENT & PROMOTE
P1—Codes of Conduct
P2—Policies

P3—Preventive Controls
P4—Awareness & Education

11— Information Mgt & Documentation
12—Int.& Ext. Communication

I3 Technology &

—Human Capital Incentives
- Staleholder Relations & Requirements
I Risk Financing / Insurance

13—Technology & Infrastructure Infrastructure
II) n 1 I
o
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.
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CONTEXT & CULTURE
1 —External Business Context
€2 —Internal Business Context
€3 —Culture

C4—Values & Objectives

MONITOR & MEASURE

M1 —q

M2-f C3 Culture [~
Eval

M3 —

M4 —Assurance

RESPOND & RESOLVE

R1 - Internal Review & Investigation

R2 = Third-Party Inquiries &
Investizations

R3 = Corrective Cantrols

R4 — Crisis Response & Recovery

RS — Remediation & Discipline

INFORM & INTEGRATE
11— Information Mgt & Documentation
12— Int. & Ext. Communication
13—Technology & Infrastructure

=

A1 Risk
Identification

DETECT & DISCERN

ORGANIZE & OVERSEE
01 -0utcomes & Commitment
02— Roles & Respansibilities

03 — Approach & Accountability

ASSESS & ALIGN
41— Risk Identification

A2 —Risk Analysis

A3 —Risk Optimization

PREVENT & PROMOTE

P1—Codes of Conduct
P2—Policies

P3—Preventive Controls
P4—Awareness & Education

I3 Technology &
Infrastructure

—Human Capital Incentives
- Staleholder Relations & Requirements
I Risk Financing / Insurance
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IT GOVERNANCE

RESOURCE
MANAGEMENT
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RE AND
PLEMENT

rs e o o e s ey - Kamy atoma g solusicns.
DS4 Enswe conisoss N2 Aol and e intoin appiica Som 5 0MWare.
0S5 Engum oystems oacurity N3 hoguien and chaology inaras e
DS \dentity asd alcca coals. . M4 Enabls operaion and 8.
DS7 Edducale and bak ssers Spcurl A5 Procs T res 8
DS8 Manage sandos desk and cCideats. ~ S Manage changas.
DS3 Masage he AT sl Solulions dad Changes.
DS10 Manage protiams .
D511 Manage dal
2 e piwscal saviroament.
D513 Manage operalions.

PO1 Define a strategic IT plan.

PO2 Define the information architecture.

P03 Determing technological direction.

P04 Define the IT processes, organisation and relationships.
P05 Manage the IT investment.

P06 Communicate management aims and direction.

PO7 Manage IT human resources.

P08 Manage quality.

P09 Assess and Manage IT risks. -«—————
PO10 Manage projects.

PLAN AND
ORGANISE



II<

L<'



II<

L7

i1 n



! L7 P+

F* E
' +
)%1 I
27 7|
<' |

+ o Lo
YA I 1111
/ Lo
13 11 + I 5
R ! !
N !

Q)

Cc2



; +
> + o,
"I
T
Lo T[]
1 n . II!
I I
IRNENE N
?
. 0
), % 1 Il
>* ! ! , .1
unnor
) 1 1 I !
L, o
111 % ' I 1 ! ,
o + 1
+ 411 . 1
i 1! + , | !
I P 1 *'
e !
1 O v 11 !
"1 1?

ce



)

> 1 1

SR F !

! |

! o+ o

11l +

! .’

S 2

I + !

11 / 117

1" 1
L, @

* 1 11 +

-<| l

, !

> | - [

I 5 1 T
: ' rer
o ' 5

o1

11
o .
# .# 11
, L
"5 # 14+ 4]
L+ 17,
6?

CcC

CD



' FJ



\J
7

rd




%1

Prmiave 1 5 Pl I
5' 5 ++ 51 1
N A I
I ! 1( . , 5
) ! ! A T
10 T . 11

51 "1 |
I+ 15 1+
51
Y+ 151 1 11!
!
51 KitMm" [
e + 11 11 + 1 1 rn s
L] 1 o + !
L #IIB ! !
!
"
>7 AR A A '
'l ! T

N A |
|
> "+1+ 11 "+l

"15 L+ +1 1 9% 4

+ s 1l

Prisr 15 !

' 5 1 1 ,

A + 1,

! e+ '

I/ s L H#H+]

reorr

D)

D2



"
&11 + '
N
&11 + !
: 1/
ey
&1 + '
I 111
&11 +
' 1

D@



&11 + 1 11 11
1 [ 1, 1 '
100 :

1 + |
&11 + 1 v
B + |
* I I I
! "1 I5 15 (!5
H .
I ! | v -

DC

DD



*II







I % |

% VI + K M

& 1 7 |3

3 & ' 17, K&7M

)7'!/ I 119 1 |
% VI &t K &M
&" %

&* 11
&) 7 1
% V! I'lKM
* !
7, |
) &+ |

% ;
&! ! !

I'5 | |

% 7

[ I | +

o I + T
, 1111 ! ,
5" 51 11'" K



00 +

i

1

2N

+

B!



% +

) 1
i



N

*11







O

=
=

=




L7



11 0% 11

I
I
) . 1 !

o I
| ’5 | 4+ |
[ . | | |
11 +
L1 .15
5+ 5011
|
g "1t 115
15 ©OF 1
! 11 1
|1 | , | H#H1



[ n1 +
111 '
+ L, 11
, [ TR NI
. 54+-4 -1
! e 11

I RO A AT
I IK 51 5 11

ML, 1
., 7 ! (15

n1 15 11

! /U
#]

L, I+ 1 s
! 1! | !
) 1 I n "l
s T 5
b b L
1/ 5 "1 +51"7"
& "1 P+ 1
r + ! L I
v R
! bl i ;
! = L B
| I , . 1 ;
% 1 F#11 o+



rra

11 1%






Ro
x
o

I :
%+ 11 1 o !
Lo+ 111 1K ,5
15 + I5+ 5 M
N.* + [
& %1 1 I
& & L1 ! 15
L+ 15 W5 1
&) L.l I
1 ' o+ 1 1 g !
&); 7 1
I
7 'l oo+ 1
I IK ,5# 1( 5'
"5 1L M5 115 :
Lo # 111 15 L+ 15
Ty
N.* + [
& 7' 1 1t
&) % I .1 !
&)=1 ' |
g)2" ALt !
&) 7 L ! |

&) @ %!, ! !



&

3

rrrs
' I

1

VR RN
+,1 11
+ ol

11 1 %'






I

!

+

+

X

+

"l

!

11 !

nmis "

11+

I !

1
I+












! # 11 ! I
i + I'P o+
11 + a1 1l
5 Pl
e et
( +. , % !
R § N ) !
', 5 , + 1 1o,"
! , ! ! '
C 1 ,
R B

# Y1 1
R R
' ¥ IR
b # '
. I #
I ' Lol

111 4+ n10 o1l

. #
v rr
1 .11 5 1711 +
! , A !
P+ 11 i
5 , 5 11
1 '! , ! , !
o+ Pt !



& . % 1

1" 'K 1M

%1 , !'=+1L$", 17,

* 1 $ [
s I s ' !
(R ! L 1'KJ
"M
% 1'$ &+ ! ! IR I
%!, &, ARl !
) %! , ! U + LU + 7 !

Y oer L vje#
Y %!, L/&# N, (
& %! 17

) %! [T R | R L 1l w
2 = L
L !
@* ! 31
cr L L
c !t ' |L" N. ! [ O
cr o JL" 11!
C» ! ' ,L" P> u L

D7, I e S S

15



*K |

M



*K$

$

M

&# |



&# |

) 5

—
=
— —
- - .w
L I v -
(A a T
i I A R
1|.l.# -l =
. - — =
% 0/ $1$$*1|
® oo —~N
~ —
I
o T e
— T+ ~E T
B xT A

)C

)D



) ! '
HE 1
+ I;
$ 1 - L
I IN." K M
L%! K1
&! 11

)& %! ey



R

"<P<& TN 1

+ +
1 111
! !
N.7 ,
) 1 ! L
$' ! |!|I 1 .
2 1 Pl

. 4
4 |
&+ I
v+ |
% 1 no1
1+ ! | "
@*,' . | 11 |
1 + 11 1o )
) 1,51
( ! | |

+ 5 15' 5 5|
AR TR
' 0!
! T4
11 L
! "%l
|



C N. !
7 !
5 I
I #1 1K,
11 + ! +
. .
15 ,
' '+ O+
& | !
1
C$ 1
1 +. V
o+ 1|
[ Vv 11
Lo
&11 /
(+ |
| 11
V
] !
' !

'K

2)

22



"<P< & 7

< &3< %
><+ ,5 " 1! <, 0
S K'<$S<M N i
, o !
" 1o
1 N ' ' 5 5
, 5 ! 1 "
+ 1+ + 1
[N |+
> Db+ , 1 ! !
, 5 .
#1111 1 11 + . 15 s
;| 5"<$< "I'5 b,
/i + 1
L . I+ ' +



$<F%$) ; !

>$<)'; e
’ [ ' 5"+

. otisn 5. 4
158%) ;5 "1 . i
!
>$<) : t '
0 5 .1 + 15 ’
I 15! 5" 151
15 15+ 1 1
S <) y .. 115
+ ! 5 LIRS
(12
2,1 1 *$F-X$2)@ ;

$<F&" C ; D 1

I |
! . . 7
>$<F&" C ; D'+ 1, 11 1
[ L
11 $<F&'C 11,
neorn L 11
! .! ! ] i
N 1 g s o
L $<F&C $<F&
C !l 1 ! ' al
$<F& C ; D $<F&" C ; D!'"
101K |
+ ., 571, 0 M
I !
0o Bl1 1 .2

2C

15

2D



*7$% 17

3

> 71
1

K $
1
1
i

1 *7$3 ,
I+ <

$

1 1
MI 1 !
ro I

pntro+5t +

'
IRY

1

1

mmw, .0 41



&# + 1!
$ " o
T R e O R |
04 ' Lo
+ 1 |
oo 1 T
*1 !
+ 1 , 11
O+ ' Lo
5
" I ' B






$.!



1 1< |
, L4l
!
11
!
dn 1!
<' |
- (
. KI + M
&t '1
1

=$% %;>!'1

(!
£

L
111
L
1
L1
11

L

! ;
+|

1

o






@CY !

2DY !
HNIR@ Y
)Y Lt
| IRCY
@Y, <!
‘1

+

+

'R C2Y

Accenture Executive Survey

@



< | "1
# !
! m2YR* . Y
% B + , ! IFl 11 ,
! :)YR* ;2Y
# + (
! I 2CYR * ;)Y
%% B, ' ! !

! I, YR*; DY

Aberdeen Group Research Rep@st

@2



5 B!

@@



*7
& !
S SNT
S !
*1

*$SESS
&+

F' 1

+1

F1 I

5 1

@cC

@D



& !'1%
* ..
* J 1]
$ira |
* o+

& 5 5

%!+ !

+ ! "1
-,  # P
- > 7?2
v+ 11 )/CL



>*7
>?
>Il?

5
5

77



Q)

*7, L+ |
$N; '51/' 5 I

.+ 5 7
*$9&35;3 /. L
Ky 1

Cc2



ce



!-;-l ]
: , 1 I Bl

| 1 |

I + Bl

CcC

&t ! 11
$ 15 |
, +1 1
$ +  'KIM
* + ’ O ,
1 1 +
. [ i
+

CD



L S
J 1 F+

$$895: 3 B!
k- |



J

1

FJ



<l +
7! , 0
1 # o]
!
% B L
' A
Sl #
71 .+

D)

D2



5
*7 | .
ik 55' 5 |1
*"; !'
*$$&$$E;*.' ,!1!
i +
*.:3 Bl ( ,
+ .
*7;? + + )9 A
$N: 5
*1 . % | l
11 5
- 1! 5
*$5&5$; 3

D@



in I
11] 1 I !I
& &7
"« 4+ 1
I
$' % |
I < $

DC

DD



5+ |
CK1l M

1

25

%

5" F'$*UD /C5 C

+

K"<$<M5

!/
I 5




! 5 O 1%1!$1

&, ) . K1 M
118 N1 *(]
7, 1%1 / I+ &1/

=$* $1 3"
" 5J! )K 51 M J!
2 K)5 I MK1L M

&&& $ -1 +—T1
mnr 1z, 5 2/

/ 5 &#1 % 15
5 . KL M

# /1 1 1 5

"7=F$& /) /@50 )K1 M

$1 17, 5 "7=F$& /
@/ 50 @K1l M

fH L 1< /1 5

"“7=F$&/ /-1)@5 K1 M




A /! 7, . 1
N 5 D+! 5 |
7 L |

1 AT HT T2

1 / , 5 $<F &"
CC ;

1 A A=

't L AIN 5

*( 5 81 % 81 5=%
E $ .K CMK1 M

1/ J

$ %+ ' ;&# 5 5
1 15 5 5"T=F$&/ I$/
DKL M
$<F%$) | , 4 !

. 51 15K

M

$ 17, S
$5 CK1 M

, 817,




