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Enterprise Risk
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IT-related Risk
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Risk management issues have fundamentally changed the roles
of CEQ, CFO and the Board

CEO

CFO

Board as a whole
Audit committee
Business unit heads
CRO

Risk committee

Risk department

Internal audit function
clo

El| ERNST & YOUNG

Compliance & business ethics Risk. Let's talk.

Q:Who has seen their role change most significantly in response to risk management iss ues ?
Percentage of all respondents {44 1)
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Areas included in formal risk assessment process

Operational risk

Compliance (laws and regulations) risk

Financlal reporting risk

Strateglc risk 79
Security risk 78
Fraud 76
Currency or treasury risk 75
Trade credit or customer insolvency risk 75
Transactional risk 74
Reputational risk 73
Business ethics 72

Tax risk 69
Technology risk 66

Competitive risk 63

Pricing risk 61

Q: Which areas are included in your company’s formal risk ass essment process ?
Percentage of all respondents (441)

87
86
85
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Senior ISO 31000
Management Risk Management
IT
Management ?

IT CIPS

Project Risk Guideline
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INTERNATIONAL ISO/FDIS
STANDARD 31000

Risk management — Principles and
guidelines

Management du risque — Principes et lignes directrices




Design of framework for
managing risk

Risk
Management
Process
a

Continual improvement of the Implementing risk
amework J, > management

isk Management
Infrastructure:

ing and review of the
framework

2 2""

a) Craates value
Mandate
b) intagral part of and —
organizational processes commitmant (4.2) L ——
abiishing the conta:
c) Part of decision making : (5.3)
d) Explicitly addrosses
Hainty ——— Risk assessmant(5.4)
|| framework B
o) Systematic, structured for managing risk i
and timaly 4.3) g 4._..‘ Risk identification (5.4.2) i‘_., E
1) Based on tha best F _E
available information H .
Continual Implementing i °
g) Tailored improvement iy H 2
olths; management | [*—"1 =
-.{ Risk analysis (5.4.3 ;<—->
) Takes human and framework (44) " s s E
cultural factors into (4:8)
account E i
i) Transparent and inclusivel E
. S
] Dynamic, iterative and Monitoring 4-—% Risk evaluation (5.4.4) }._..
responsiva ta char sad sl
of the
¥) Facilitates continual b=
improvemant and @
anhancement of the
arganization Risk traatment (5.5)
Principles for managing Framework for managing
risk risk
(Clause 3) (Clause 4)

Pracass for managing risk
(Glauss 5)




Mandate and commitment (4.2)

1L

Design of framework for managing risk (4.3)
Understanding the organization and its context (4.3.1)
Establishing risk management policy (4.3.2)
Accountability (4.3.3)

Integration into organizational processes (4.3.4)
Resources (4.3.5)

Establishing internal communication and reporting
mechanisms (4.3.6)

Establishing external communication and reporting
mechanisms (4.3.7)

Implementing risk management (4.4)

Continual improvement of the framework

Implementing the framework for managing
risk (4.4.1)

Implementing the risk management process
(4.4.2)

Monitoring and review of the framework (4.5) ‘




Communication
and
consultation
(5.2)

4—-|Estabiishing the context (5.3)|-—-

Risk assessment (5.4)

——-| Risk identification (5.4.2) {——-

-—'| Risk analysis (5.4.3) i-—.—.

..—-l Risk evaluation (5.4.4) l‘——'
|

¥

Monitoring
and
review (5.6)

‘
-—-| Risk treatment (5.5) }-—-
|

10



| #

L CIPS

Risk Management
Practice Guideline

$ #

i

Establish Risk Context

L]

Event |dentification

¥

Risk Assessment

L]

Risk Response

y

Maintain & Monitor Plan

Communicate

11
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Senior 1SO 31000
Management Risk Management
IT

Management '?

IT CIPS

Project Risk Guideline
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IT GOVERNANCE

RESOURCE
MANAGEMENT

$

Business Objective—Trust and Value—Focus

Risk ; " Identify Risk
Management i and Opportunity

IT-related
Events

IT Process
Management

IT-related Activity Focus

16



s and manage 1T risks

that satisfies the business requirement for IT of

analysing and communicating 1T risks and their potential impact on business processes and goals

by focusing on

development of a risk management framework that is integrated in business and operational
risk management frumeworks, nsk assessment, rsk mitigation and communication of’
residual nizk

Is achieved by

= Ensuring that risk management is fully embedded in management processes,
infernally and extermally, and consistently applied

= Performing risk as Wnts

= Recommending and communicating risk remedial action plans

and Is measured by

* Percent of critical IT objectives covered by nsk assessment
= Percent of identified catical IT risks with action plaps developed
» Percent of nsk management action plans approvied for implementation

P09 Assess and Manage IT Risks

To
P01 [Strategic and tactical IT plans, IT Risk assessment PO1 |DS4 | DS5 (DS12] ME4
senvice portfolio Risk reporting ME4
POT0 | Project risk management plan T-related risk management guidelines P06
DS2 | Supplier risks T-related risk remedial action plans PO4 | Al

DS4 | Contingency test results

DS5 | Security threats and vulnerabilties

ME4 | Enterprise appetite for I risks

MEL | Historical risk trends and events

17



Activities

= Protect the achievement of IT objectives. = Establish and reduce the likelihood and = Ensuring that risk management is fully
= Establish clasity on the business impact impact of IT risks. embedded in management processes
of risks 10 TT objectives and resources. « Establish cost-offective action plans for + Performing regulsr risk assessments with
= Account for and protect all TT assets. critical T risks senior managers and key staff members
* Recommending and communicating risk
L sl || remediation action plans
set set
measure = measure 3% meastire
& &
+ Percent of critical TT objectives covered « Percent of identified eritical IT events « Percent of TT budget spent on risk
by risk assessment. that have been assessed nunagement (assessment and mitigation)
* Percent of IT nsk assessments integrated « Number of newly identified [T risks wtivities
in the IT risk assessment approach (compared to previous exercise) * Frequency of review of the IT risk
« Number of significant mcidents caused nunagement process
by risks that were not identified by the = Percent of approved sk assessments
nisk assessment process * Number of actioned risk monitoring
« Percent of identified crifical IT risks with reports within the agreed-upon frequency
an action plan developed « Percent of identified IT events used in
nsk assessments
= Percent of sk management action plans
gpproved for implementation
%
RACI Chart Functions &
&
§ s
¢/ /€ /8 I
5§/ /s/g/ /)8 8§
N s
§ 5/8/8/8/8§ N
g $/8/8/8/8 'S
$/S/8/<
g g/& & J
& §/8/8/S 5 e}f"#
. S/8/8/s/8/8/ 8 s/ /8
Activities §/8/5/8/s/8/5/E/E/SpE
Determine risk alignment (e.g., assess risk). A [RA|C | C |RA]I |
Understand relevant strategic business abjectives. C|C I|RA|C|C |
Understand relevant business process objectives. C | C [RA |
dentify intemal IT objectives and establish risk context. R/A c|C|¢C
dentify events associated with objectives [some events are business-oriented
(business is A); some are [T-oriented (IT is A, business is C)]. AMC| A R [R R |R C
Assess risk associated with events. AMC|A |R |R [R |R C
Evaluate risk responses. | | |A |MCIA|R |R |R|R C
Prioritise and plan control activities. C|C|A|A|R|R|C|C]|C C
Approve and ensure funding for risk action plans. A A R |1 | | |
Maintain and monitor a risk action plan. AfC ]I |R|R|C]|C|C]|C|C[R

A RACI chart identifies who is Responsible, Accountable, Consulted and,/ or Informed.
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IT as Value Inhibitor
or Destructor

IT Opportunity

= |dentify new business

opportunities through use of IT
* Enhance business value through
optimal use of IT capabilities

IT Risk

Adverse IT related events destroying
value

Unrealised or reduced business
value through IT

Missed IT assisted business
opportunities

—
IT as Value
Enabler

20
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Role Definitions Risk Governance | Risk Evaluation | Risk Response
@
s
E|E| 3
S|«
x| s & < sl s
25|88 =& 2
§| 8| & s |=| &
s €85z |¢2 gl a| e
HEIRTELR: dla| e
x| =
Role Suggested Definition B|E[2|8]| & Els| &
Board ‘The most senior executives and/or non-executives of the
enterprise who are accountable for the govemance of the
enterprise and have overall control of its resources
Chief executive | The highest-ranking officer who is in charge of the total
| officer (CEQ) | management of the enterprise
Chief risk The individual who oversees all aspects of risk management
officer (CRO) | across the enterprise. An IT risk officer function may be
established to oversee IT-related risk.
Chief The most senior official of the enterprise who is accountable
information for IT advocacy; aligning IT and business strategies; and
officer (€10) | planning, resourcing and managing the delivery of IT services
and information and the deployment of associated human
resources. The CIO typically chairs the governance council that
manages the portfolio
CFO The most senior official of the enterprise who is accountable
for financial planning, record keeping, investor relations and
financial risks
Enterprise risk | Th oare for the enterprise-level
committee collaboration and consensus required to support enterprise risk
management (ERM) activities and decisions. An IT risk council
may be established to consider [T risk in more detail and
advise the enterprise risk committee
Role Definitions Risk Governance | Risk Evaluation | Risk Response

2
s B
E|E|2 §
= w a
$|s|a Sl 8lallal) A
2= | e g 2|=(2| 2
sl gz 3/s|E|s| =
Bl E|& 8ls(5| 8
E|l2|z Sl elin o] &
Role Suggested Definition S|E|& Sl
Business Business individuals with roles relating to managing
Business “The indvidusl esponsibl for Gentiying prosess requirements,

process owner | pproving process design and managing process performance.

n general, abusiness process owner must be at an appropriately
Fighlevel i the enterprise and have authority to commit resources
to process-specific risk management activities.

Risk control | The functions in the enterprise responsible for managing

functions certain risk focus areas (&.g., chief information security officer,
business continuity planidisaster recovery, supply chain
project management oftice)

Human The most serior official o an enterprise wiho s accountable for
resources (HR) | planning and policies with respectto all human resources in
that enterprise
Compliance | The functionis) in the enterprise responsible for compliance
and audit

Legend of the table
+ Blue cell—The role carries responsiilty and/or partial accountabilty for the process.
« Red celi—The role carries main accountabiliy for this process. Only one role can be e main one accountable for a given process.
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Integrate
With

Make
Establish and 3
Maintaing | Risk-aware

i Business
Common Risk b
View Decisions

(A
Objectives

Maintain
Risk

Profile

e

Risk Evaluation _

Risk Response

+ $$!

Expectation:
Strategy, Policies,
Procedures,
HAwareness,
Training, etc.

Effective IT Risk
Communication

3<
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Estimate
Frequency and
Impact

’ Risk
" Analysis'§

Risk
Tolerance

Ouick
Wins

Business
Case

%
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RG1.3, Enterprise appetite for IT risk RG1.2, RG1.3, RG1.8, RE2.1 IT risk management
COBIT ME4 framework
RG2.3 IT risk management scope
RG2.3 Enterprise integrated risk reporting
requirements
RG2.4 Updates to IT risk management
framework
COBIT PO9 IT-related risk management guidelines
* Enterprise risk management framework
%3
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5" # $ 9

RG1.1 IT risk management framework RGL.3, RG1.4, RG1.6, RG2.4, IT risk management methods
RG3.1, RE2.1, RE2.2, RE3.2
RG2.3 IT risk management scope RG2.4, RR3.4 IT risk management process
monitoring methods
RG2.4 Updates to IT risk management methods
RG2.4 Updates to IT risk management process
monitoring methods
RR3.4 Process improvements
COBIT PO% IT-related risk management guidelines

Enterprise risk management framework

%%
I —
To puts
RG1.1 IT risk management framework RG1.1, RG1.4, RG1.5, RG2.3, Enterprise appetite for IT
COBIT POS risk
RG1.3 IT risk management methods RG1.4, RG1.5, RG2.3, RG3.3, Key services and
RE3.1, RE3.4, COBIT PO1, COBIT | supporting business
PQ9, COBIT DS1, Val IT VGL processes and systems
RG1.8, RR3.4 | Request for enterprise-wide IT risk RE2.1 Risk analysis focus areas
assessment
RG2.3 Enterprise risk elements to be included in RG1.5, RE3.2, RE3.4 Prioritised inventories of
IT risk assessments risk and impact categories
RE1.4, REL.5 [ Risk factors
RE3.3 1T capability mappings
Val IT PM1 IT strategy and goals feedback
Val IT IM7 Service portfolios
COBIT PO1 IT service portfolio, strategic IT plan,
tactical IT plan
COBIT ME3 Repaort on compliance of IT activities with
external legal and regulatory
requirements
COBIT ME4 Enterprise strategic direction for IT
X Enterprise strategy, objectives and goals
%:

28



RG1.5 Proposed IT risk tolerance thresholds

RG1.2 IT risk management methods

RG1.3 Key services and supporting business
processes and systems

RG1.3, Enterprise appetite for IT risk

COBIT ME4

RG1.5 IT risk tolerance thresholds

& Enterprise risk management framework

& Business risk tolerance thresholds

%;

%) " i

RG1.3 Key services and supporting business RG1.4, RG1.6, RG1.7, RG3.3, RG3.4, IT risk tolerance
processes and systems, prioritised RE2.2, RE2.3, RE3.2, RE3.5, RE3.6, thresholds
inventories of risk and impact categories RR2.2, RR3.2, COBIT P09, *

RG1.3, Enterprise appetite for IT risk

COBIT ME4

RG1.4 Proposed IT risk tolerance thresholds

%<
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RG1.2 IT risk management methods RG2.2, RG3.3, COBIT | Updated policies and standards
P04, PO6, PO7, PO8, PO

RGL.5 IT risk tolerance thresholds

COBIT PO4 Technology standards

COBIT PO6 IT policies

%>

t

To Outputs
RG1.1 IT risk management framework RE1.5 Performance metrics on cultural shift toward
risk awareness

RG1.5 IT risk tolerance thresholds COBIT PO6 IT-related risk management guidelines
RG1.6 Updated policies and standards COBIT DS7 Specific training requirements
RG1.8 Plans for ongoing IT risk communication * Communication of risk principles and concepts
RG2.1 IT risk RACI charts
Val IT VG1 Leadership commitment
COBIT ME2 Report on effectiveness of IT controls
ok Risk culture survey results, data on

adherence to policy and standards, data

on IT risk thresholds vs. policy vs.

operations

30
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To QOutputs
RG3.3 Potential risk issues and opportunities RG1.7, RG3.4, Plans for ongoing IT risk communication
RR3.2, COBIT PO6
RR1.2 State of compliance reports RGL.3 Reguest for enterprise-wide IT risk
assessment
COBIT PO4 IT organisation and relationships

o
£ ;
E| | 5| & =
£ ) 2 o k-]
3 E <} B 3
(5] @ 2 <
- o g 5 k-1
] s o e s
- = L
= - 2 3 @
g 2% % g
£ 8 8|8 8
T gl | 2 ¢ 3
fl 8|8 |&8 2|8 |2 )2 |=|§
Key Activities a Q =} 3} =} u Q Q [ T Q
RGI 1 Develop an enterprise-specific IT A R R R ¢ 1 R 1 ¢ 1 ¢
risk management framewaork.
RG1.2 Develop IT risk management c c A R c 1 c c c 1 c
methods.
RG1.3 Perform an enterprise-wide IT risk 1 A R R c 1 R c R c c
assessment.
RG1.4 Propose IT risk tolerance 1 1 ¢ R ¢ 1 A ¢ ¢ ¢
thresholds.
RG1.5 Approve IT risk tolerance A C C C C R C C C C C
RGL.6 Align policy and standards
statements with IT risk tolerance. . & i . . i . . i .
RG1.7 Promote an IT risk-aware culture. A R R R R R R R R R R
RG1.8 Promote effective communication A R R 1 1 R 1 1 1 1
of IT risk

ARACI chart identifies whn is Resnonsible_Accountable_Consulted and/or Informed
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Activity Goals
Establish enterprise-wide
accountability for managing IT
risk.
Establish accountability for IT risk
issues.
Co-ordinate IT risk strategy and
business risk strategy.
Adapt IT risk management
practices to organisational risk

nagement practices.

Provide adequate resources for IT
risk management.

Process Goal
« Integrate the IT risk strategy and
operations with the business
strategic risk decisions that have
been made at the enterprise
level

« Ensure that IT risk management
practices are embedded in the
enterprise, enabling the
enterprise to secure optimal risk-
adjusted return.

Activity Metrics
Percentage of emplayees whose
performance metrics and rewards
reflect risk management
objectives

An alignment score related to
RACI regarding the ranking of
actions to take (e.g., percentage
of key IT risk-related
accountabilities accepted by
business and IT personnel}
Number of different risk reports
provided to the board; extent of
integration of reporting on IT risk
Percentage of IT risk practices
acapted to ERM organisational
expectations

Percent of IT risk management
action plans approved for
implementation

Percentage of core ERM activities
with embedded IT risk
considerations

Number of different issue
management processes and
platforms

Extent to which budgets are
allocated based on risk
significance (e.g., per risk
assessment results)

Number of open positions in the
risk management staff

cess Metrics

- Percentage of business executives
and managers who have received
training on the enterprise’s
reliance on and usage of IT, the
related risk, IT risk strategy and
framewark

« Percentage of IT risk
management operational
expenditures that have direct
traceability to business risk

« Percentage of business projects
that consider IT risk
« Percentage of core ERM activities
that consider IT risk
Frequency of IT risk as an agenda
item for the executive committee
Extent of alignment between
organisational objectives and IT
risk management objectives
« Extent of overiap of risk
management activities performed
by business units, risk and control
functions, and internal audit

« The degree to which the strategic
use of IT in leveraging enterprise
resources reduces overall
enterprise risk

+ Percentage of staff trained in
critical risk management
technigues (e.g., standard risk
analysis technigues, crisis
management, project
management, skills of peopie
[audit, etc.] to detect when
something IT related is amiss)

%_ll

#"#
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IT Benefit/Value
Enablement

IT Programme
and Project Delivery

IT Operations and
Service Delivery

Business Value
Examples 7

il to Gain|

« Technology enabler for
new business initiatives

« Technology enabler for
efficient operations

s Project quality
* Project relevance
s Project overrun

« IT service interruptions
o Security problems
 Compliance issues

Business Value |

« Detailed scenario development and frequent maintenance kS
of the risk register

« Independent review of risk analysis results

« Quarterly detailed reporting on risk profile

.

S
« Detailed scenario development and frequent maintenance =N
of the risk register
« Independent review of risk analysis results
* Semi-annual detailed reporting on risk profile
. J

= Detailed scenario development for analysis
 Self assessment and review
 Yearly update and quarterly summary reporting

« Self-assessment-based analysis
= Generic scenarios

= L ess frequent reporting

.
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Really Unacceptable

\ Unacceptable ‘
Acceptable \\

Opportunity \

Frequency

Magnitude

|8

) *+ 83

Aggressive:
Risk Taking

Behaviour |
Towards
Taking Risk

Risk '
X Gulture |
| Behaviour Behaviour
Towards Towards
Negative | Policy
Blaming Qutcomes Compliance,  hor-

Culture | compliance
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